NH®OPMALIMOHHAS ITAMSATKA
JJIS1 OBYYAIOIIUXCA

C KaXAbIM TOJ0M MOJIOJIC)KH B MHTEPHETE CTAHOBUTHCS OOJIbIIE, a UIKOJBHUKH OJHH U3
CaMbIX aKTHBHBIX IOJIb30Barened PyHera. Mexay TeM, IIOMHMO OIPOMHOIO KOJIMYECTBA
BO3MOJKHOCTEH, MHTEPHET HECeT M MpoOieMbl. JTa MaMsATKa JOJHKHA MOMOYb Tebe Oe301macHo
HaXOJUTHCS B CETH.

KomnbrorepHbie BUpyChI

KoMnbroTepHBblil BUPYC - 3TO pa3HOBUIHOCTH KOMIIBIOTEPHBIX IIPOTrpaMM, OTINYUTEIbHON
0COOEHHOCTBIO KOTOPOl SIBIISIETCSI CIIOCOOHOCTh K PasMHOXKEHHIO. B NOmoimHeHHe K 3Tomy,
BUPYCHl MOTYT TOBPEIMTb WM TIOJHOCTBIO YHHUYTOXXUTh Bce (ailiel W JaHHBIE,
MIOJIKOHTPOJIBHBIE TIOJIH30BATENIO, OT UMEHH KOTOPOTo ObLIA 3alyllieHa 3apa)KeHHas Iporpamma,
a TaKkKe TMOBPEIUTh WIM JaXe YHHUTOKUTh ONEPAlMOHHYIO CHUCTEMY CO BceMH (hailiiaMu B
1esioM. B G0JIBIIMHCTBE CilydaeB pacpOCTPAHSIOTCS BUPYCHI Yepe3 HHTEPHET.

Meroas! 3alUTHL OT BPEJOHOCHBIX IIPOTPAMM:

1. Hcnonb3yil COBpEMEHHBIE OINEpAallMOHHBIE CHUCTEMBI, MMEIOLIUE CEPbE3HBIH YpPOBEHB
3aIlUTHI OT BPEIOHOCHBIX IIPOrPAMM,;

2. IlocrosHHO ycraHaBnuBai mautd (uM(pOBBIC 3aIIaTKH, KOTOPHIE ABTOMATHYCCKH
YCTaHABIMBAIOTCS C 1IEJbI0 JOPaOOTKM TPOrpamMMbI) W JIpYTHe OOHOBICHHS CBOCH
orepalnroHHOM cucteMbl. CkaunBail UX TOJIBKO C opuIansHoro caiita paspadorunka OC. Ecnu
CYIIECTBYET PEKHM aBTOMATUYECKOTO OOHOBIJICHUS, BKIIIOYH €rO;

3. PaboTaii Ha cBOeM KOMIBIOTEpE IMOJ MpaBaMHU IMOJIb30BATENS, a HE aJIMUHHCTPATOPA.
OTO HE TMO3BOJIUT OOJIBIIMHCTBY BPEJAOHOCHBIX NPOTPAaMM HHCTAIMPOBATHCS HA TBOEM
[IEPCOHAIIBHOM KOMIIBIOTEPE;

4. Vicrionb3yil aHTUBHPYCHBIE MPOTPAMMHBIC MPOAYKTHI U3BECTHBIX MPOU3BOAMUTENCH, C
ABTOMATUYECKUM OOHOBJIEHUEM 0a3;

5. Orpannyb GpU3MYECKUI JOCTYN K KOMIIBIOTEPY JUIsl TOCTOPOHHHUX JIHII,

6. Vcnonp3yii BHEIIHME HOCUTENHM MH(pOpMAIMHU, Takhe Kak (Uienika, JUCK Wi ¢ailn u3
MHTEPHETA, TOJIbKO U3 MPOBEPEHHBIX UCTOUHUKOB,

7. He oTKphIBaii KOMIBbIOTEPHBIE (hailibl, HOTYYEHHBIC U3 HEHAICKHBIX HCTOYHHUKOB. Jlaxe
Te (aiispl, KOTOPBIE MPUCIIAT TBOM 3HAKOMBIN. JlyuIie yTouHH y HEro, OTIPABIISII JIM OH TeOe HX.

Ceru WI-FI

Wi-Fi - 310 He BUI niepeiauul TaHHBIX, HE TEXHOJIOTHS, @ BCETro JIMIIb OpeHa, Mapka. Emle B
1991 rony munmepnanjackas Kommnanus 3apeructpupoBana Opena "WECA", uto o6o3nauano
cnoBocoueranue "Wireless Fidelity", koropslii mepeBoanTCs Kak "OecrpoBoiHast TOUHOCTB" .

Jlo Hamero BpeMeHM JoluIa jpyras a0OpeBuarypa, KOTOpas SBISIETCS TaKOW ke
TexHojorueit. Oto abopeBuatypa "Wi-Fi". Takoe Ha3BaHHe OBLIO JaHO C HAMEKOM Ha CTaHAApT
BhICIICH 3ByKOBOW TexHUKHU Hi-Fi, uTo B mepeBoie 03HavaeT "BbhICOKasi TOUHOCTB".



Jla, OecrmaTHBI WHTEPHET-IOCTYH B Kade, OTeNnsX M a’pornoprax SBISIETCS OTIMYHON
BO3MOYKHOCTBIO BBIXOJ[a B MHTEpPHET. HO MHOTHE KCTepThl cUuTaloT, 4to obmmenoctynHbie Wi-
Fi cetn He sBIsIOTCS GE30MACHBIMUL.

Cogetsl 110 Oe30macHOCTH paboThl B 00menoctynHbix cersix Wi-fi:

1. He mnepenaBaii cBorw nuuyHyro uH(popmanuio uepe3 obmenocrymuasie Wi-Fi cern.
Pabotas B HUX, j)KeJaTeIbHO HEe BBOAUTH MMAPOJIH JOCTYIA, JOTHHBI U KaKue-TO HoMepa,

2. Vcnonp3yit 1 OOHOBJISI aHTUBUPYCHBIE MpOrpaMMbl U OpaHamayep. Tem caMbIM ThI
oOe3omacuib cedst OT 3aKaYKH BHPYCa Ha TBOE YCTPOUCTBO;

3. Ilpu wucnomns3zoBanun Wi-Fi otkmoun ¢ynkmmio "OOmmii goctym K Qainam u
npuntepam”. JlaHHas (QyHKIMS 3aKpbiTa MO YMOJYaHHIO, OJHAKO HEKOTOpBIE MOJIb30BATEIH
aKTUBHUPYIOT €€ JUIsl y1oOCTBa MCIIOJIb30BaHM B paboTe Wi yueoe;

4. He wucnonp3yit myomuunbiii WI-FI nns mepenaum NTUYHBIX AaHHBIX, HampuMep s
BBIX0/1a B COLIMAJIbHBIE CETH UJIU B 3JIEKTPOHHYIO MOYTY;

5. Hcnone3yii Tonpko 3ammuieHHoe coeaunenue uepes HTTPS, a me HTTP, T.e. mpu
Habope BeO-aapeca BBOM MMeHHO "https://";

6. B moOmisHOM Tenedone otkmoun Gynkuuio "Tloakmouenue k Wi-Fi apromatiuecku'.
He nomyckaii aBToMaTH4ecKoro moakimodeHus ycrpoicrsa k cetsim Wi-Fi 6e3 TBoero coriacusi.

CounajabHble ceTH

CornuanbHbIe CETH aKTUBHO BXOJST B HAITy KU3Hb, MHOTHUE JIIOJHM PAOOTAIOT U KUBYT Tam
MOCTOSIHHO, a B Facebook yxe 3apeructpupoBaH MHLIMApI 4YEJIOBEK, YTO SIBISCTCS OIHOM
CeIbMOM BCEX JKHTENeH IMIaHeThl. MHOTHE MOJIb30BaTeNM HE TMOHWMAIOT, 4TO HH(OpMarms,
pa3MelieHHas UMU B COI[MANIBHBIX CETSX, MOXKET ObITh HaliJleHa U MCIOJIh30BaHa KEM yrOJIHO, B
TOM YHCJIE HEe 00s3aTENILHO C OJIarUMU HAMEPEHUSMH.

OCHOBHBIE COBETHI IO 0E30IIaCHOCTU B COLIMAJIBHBIX CETAX .

1. Orpannup cnucok npyseil. Y T1e0s B JApYy3bsIX HE JODKHO OBITH CIydalHBIX W
HE3HAKOMBIX JIIOJICH,

2. 3anuiail cBOI0 4acTHYIO >kn3Hb. He yka3biBail maponu, TenedoHsl, aapeca, 1aTy TBOETO
POXKACHUS M APYTYI0 JUUHYIO HHGOpPMAIHIO. 37I0YMBIIIJICHHUKH MOTYT HCIOJB30BaTh Jaxe
MH(OPMAIIHIO O TOM, KaK Thl ¥ TBOM POJTUTEIH IUTAHUPYETE NPOBECTH KaHUKYJIBI;

3. 3ammiail CBOIO peryTanuio - Jep>Ku ee B YUCTOTE U 3a/1aBaii cebe BOMPOC: XOTeN Obl
ThI, YTOOBI APYTUE MOJIH30BATENH BUACIH, UYTO ThI 3arpyxaemib? [logymai, mpexae 4eM 4To-To
OMyOJIMKOBATh, HAMKCATh U 3arPy3UTh,

4. Eciu Thl TOBOPHILB C JIFOABMM, KOTOPBIX HE 3HACIb, HE UCIOJIb3YH CBOE PEAIbHOE UMS
U IPYTYIO JINYHYIO HH()OPMALIUU: UM, MECTO KUTEIHCTBA, MECTO YueObl U MpoYee;

5. N30beraii pazmemenus ¢pororpaduii B IHTEpHETE, T TH M300pa’keH HA MECTHOCTH, IO
KOTOPOH MOHO OIPEEIUTh TBOE MECTOMOJIOKEHHUE,;

6. Ilpu peructpanyu B COIMAIbHON CETH HEOOXOAWMO HCIIOJIB30BaTh CIIOXKHBIE MapOJIH,
cocrosiye u3 OykB U QP U ¢ KOJINIECTBOM 3HAKOB HE MEHee 8;



7. JIns couuanbHOW CeTH, MOYTHI M JPYrUX CaiTOB HEOOXOAMMO MCIIONB30BATh pa3HbIC
naposu. Torga ecnu Te0s B3JIOMAIOT, TO 3JIOYMBIIIJICHHUKH MOJYYaT JOCTYI TOJIBKO K OJJHOMY
MECTY, a HE BO BCE Cpasy.

DJIEKTPOHHbBIE IEHbI'H

DJNEeKTPOHHBIE JICHBIHM - 3TO OYEHb YIOOHBIM CrmocoO IuIaTexel, OJHAKO CYIIECTBYIOT
MOLIEHHUKH, KOTOPBIE XOTAT II0JYyYUTh ITH JACHBIH.

3JICKTpOHHI>Ie JACHBI' IIOSABHJIMCHh COBCEM HCAABHO M HMMCHHO H3-3a 3TOIr'O BO MHOI'UX
rocyaapCrBax 10 CHUX IIOP HC MNPOIMMUCAHO PO HUX B 3aKOHAX.

B Poccun ke oHM (yHKIMOHHUPYIOT U O HUX YK€ IMPOMHCAHO B 3aKOHE, TJ€ UX Pa3AeisaioT
Ha HECKOJIBKO BHJIOB - aHOHMMHBIE M HE aHOHMMHBIE. PazHuna B ToM, 4TO aHOHUMHBIE - 3TO T€, B
KOTOPBIX paspelaercs MpOBOAMUTH oOlepanuud 0e3 WASHTH(PHUKAIMK TI0Jb30BaTeNsd, a B
HEAaHOHUMHBIX UICHTH(HUKAINS TTOJIB30BATENS SIBISETCS 003aTEIbHOM.

Takke cnemyeT paszinuyarh SJIEKTPOHHBIC (HUATHBIC ICHBIH (PaBHBI TOCYJIapCTBEHHBIM
BAJIIOTaM) M JJIEKTPOHHBIC He()UaTHBIC ICHBI'H (HE PaBHBI TOCYIaPCTBEHHBIM BAIIOTAM).

OcHOBHBIE COBETHI IO O€30MacHOi paboTe ¢ ANEKTPOHHBIMH ICHBIAMH

1. IpuBsoku K cueTy MOOWIBHBIM TenedoH. DTo camblii yAOOHBINH U OBICTPBINA CIIOCOO
BOCCTAaHOBHUTH JIOCTYNl K cuery. llpuBsizaHHBIi TeneoH MOMOXKeT, eciau 3adyneimb CBOU
IJIATEKHBIN [1apOJIb WIIN 3aiICIIb HA CAlT C HE3HAKOMOIO YCTPOWCTBA,

2. HUcnonb3yit ogHopaszoBbie maponu. [locne mepexoja Ha YCHIIEHHYIO aBTOpPHU3AIMIO TeOe
y’Ke He OyJIeT yrposkaTh OMACHOCTh KpaXky WIIM TIepexBaTa IJIaTeKHOTO MapoJs;

3. Beibepu cnoxublit naposis. [lpectynHukam OyneT He MPOCTO YraaaTh CIOKHBIN Hapoib.
HanexHble mapony - 3To mapoJii, KOTOpbIE COJepkKaT HE MeHee 8 3HaKOB W BKJIIOYAIOT B ceOs
CTpOUHBIC U TPOMHUCHBIE OYKBBI, HU(PHI U HECKOIBKO CHMBOJIOB, TaKMe KaK 3HAK J0JIapa,
¢byHTa, BOCKIMIATEIbHBIN 3HaK | T.11. Hampumep, $tRONg!;;

4. He BBOAM CBOM JIMYHBIC IAHHBIE HA cailTaX, KOTOPBIM HE JOBEPSICIIIb.
DJIEKTPOHHAS 10YTA

DJEeKTpOHHAs IMOYTa - 3TO TEXHOJIOTUS U TNPEIOCTaBIsIeMble €0 YCIYTU IO MEPECchUIKE U
MOJIyYEHUIO BIIEKTPOHHBIX COOOIIEHHH, KOTOpbIE PACIpPENeNsIOTCS B KOMIIBIOTEPHOM CeTH.
OObIYHO ~ DNIEKTPOHHBIA  MOYTOBBIM  SIIMK  BBIIJISIAMT — CJHEAYIOUMM  00Opa3oM:
UMsI_ToJIb30BaTesi@umsi_jgoMeHa. Tarkke Kpome IMepeiadyd IPOCTOr0 TEKCTa, HMEETCs
BO3MOJKHOCTb TIepeiaBaTh (aiiibl.

OcHOBHBIE COBETHI IO O€30MaCHOM paboTe ¢ NEKTPOHHOM MOYTOM:

1. Hano BeIOpaTh NMpaBHIBHBIN MOYTOBBIM cepBHC. B MHTepHETE €CThb OTPOMHBIN BHIOOD
OecIuIaTHBIX MOYTOBBIX CEPBUCOB, OJTHAKO JIyUIlIe JOBEPSATHh TEM, KOTO 3HACIIb U KTO TMEPBBINA B
pEUTHHTE;

2. He ykaspiBaili B JMYHOM mouTe nuuHyo HMHpopmanmioo. Hampumep, nydiie BbIOpaTh
"My3bIKaNbHBIN_(haHat@" win "pok2013" BMecTo "Temal3";



3. Hcnonp3yii ABYXATAMHYIO aBTOPU3ANMI0. ITO KOTJa MIOMUMO TMAapOJisi HY)KHO BBOJHUTH
KOJI, MpuchiIaembiid o SMS;

4. BpiOepu CIOXHBIA mMaposib. JIs KaXKAOTO IMOYTOBOTO SIIUKA JOJDKEH OBITh CBOM
HAJIC)KHBIM, YCTOMYUBBIN K B3JIOMY I1apOJIb;

5. Eciu ectb BO3MOXHOCTH HamucaTh CaMOMY CBOM JIMUHBIA BOIPOC, HCIOIB3YH 3TY
BO3MOYHOCTb;

6. Hcnonb3yil HECKOJNBKO TOYTOBBIX SIIIMKOB. IlepBbIi i1 YAaCTHOM MEPENUCKU C
azpecaTaMM, KOTOPBIM Thbl JIOBEpSAECIIb. JTO 3JEKTPOHHBIM aJpec HE HaJ0 MCIONIb30BaTh IpU
peructpanuu Ha Gopymax u caiTax;

7. He oTkpsIBaii (ailsibl U Apyrue BIOKEHUS B MHCbMaX, Ja)ke €CIIM OHU MPUILTH OT TBOUX
npy3ei. Jlydine yrouHd y HUX, OTHPABIISUIN JIM OHU TeOe 3TH (paiibr,

8. Ilocne okoH4yaHust pabOTHI HA MMOYTOBOM CEPBHUCE TMEPe]l 3aKPHITHEM BKIIAJKU C CAUTOM
He 3a0y1bp HaKaTh Ha "'BeiidTu'.

Ku0epOyJuIMHT WM BUPTYaJIbHOE H3/1€BaTe1bCTBO

KubepOynnuHr - npeciiejoBaHue COOOIEHUSIMHU, COACPIKALIMMU OCKOPOJICHUS, arpecculo,
3allyrUBaHKe; XyJIUTaHCTBO; COIMAIbHOE OOWKOTHPOBAHUE C TIOMOIIBIO PA3IMYHBIX MHTEPHET-
CEPBHCOB.

OcHOBHBIE COBETHI IO OOpHOE ¢ KHOEPOYIITMHTOM:

1. He 6pocaiics B 6oii. JIyumuii cnoco0: mOCOBETOBAThCS Kak ceOsi BECTH U, €CIIA HET TOTO,
K KOMY MOXHO OOpaTHThCS, TO BHauyaJle YCIOKOUThCSA. EcaM Thl HayHeIIb OTBEYaTh
OCKOPOJICHUSIMU Ha OCKOPOJIEHUS, TO TOJIBKO €1lie OOJIbIIEe pa30skkKelb KOH(IHUKT;

2. Yrpasisii cBoel Kubeppenyrauuei;,

3. AHOHUMHOCTH B ceTH MHHUMas. CyIecTBYIOT CHOCOObI BBISCHHTH, KTO CTOHMT 3a
QHOHUMHBIM aKKayHTOM;

4. He cTOUT BeCTH XYIUTaHCKUN 00pa3 BUPTyalbHOH xu3HH. IHTEpHET (QuKcHpyeT Bce
TBOM JICHCTBHUS U COXPAHSET UX. Y JAUTh UX OyJeT KpaiiHe 3aTpyAHUTENBHO;

5. CoOuronait cBOO BUPTYaJIbHYIO YECTh CMOJIOAY;

6. Urnopupyii enuHnuHbId HeratuB. OJHOPa30Bble OCKOPOUTENbHBIE COOOLICHUS JIyUllle
UTrHOpUpOoBaTh. OOBIYHO arpeccHst MPeKpalaeTcss Ha HauyalbHOM CTany,

7. ban arpeccopa. B mporpamMmax oOMeHa MIrHOBEHHBIMH COOOIIECHHUSIMH, B COLMAIBHBIX
CeTAX €CTh BO3MOXXHOCTb OJIOKUPOBKHM OTIPABKU COOOIICHUI C ONPEAETICHHBIX a/IpecoB,;

8. Ecim TeI cBumerens kubOepOymmHra. TBoum JeWCTBUS: BBICTYNIUTH HPOTHB
npecienoBarens, MOoKa3aTb €My, YTO €ro JCWUCTBHs OLIGHMBAIOTCS HETaTHUBHO, MOJAJIEPXKAaTb
KEpPTBY, KOTOPOH HYXKHA IICHXOJIOTMYECKasi TIOMOIIb, COOOMIUTh B3pOCIBIM O (akre
arpecCUBHOTO MOBEICHUS B CETH.

MoOuabHbIi TesedoH



CoBpeMeHHbIE CMapT(OHBI U TUIAHIIETHI COJIEPKaT B ceOe BIOIHE B3POCIBIN (DyHKIIMOHAT,
U Terepb OHM MOTYT KOHKYpHUPOBAaTh CO CTAIlMOHAPHBIMU KOMIbioTepamu. OIHAKO, CPEICTB
3alIUTHI U1 TIOJJOOHBIX YCTPOMCTB MOKa O4Y€Hb Masio. TecTHpoBaHME U MOUCK YSI3BUMOCTEH B
HUX TPOUCXOIUT HE TaK MHTEHCUBHO, Kak aus IIK, To ke camoe kacaercs M MOOMIIBHBIX
MIPUIIOKECHU.

CoBpemeHHbIE MOOWIBHBIC Opay3epbl ykKe MPaKTHUYEeCKH JOTHATM HACTOJBHBIE aHAJIOTH,
OJIHaKO pacumpeHue (yHKIMOHANa BIeYeT 3a COOOH OOMNBINYI0 CIOXKHOCTh U MEHBIIYIO
3aIUIIICHHOCTD.

Jlaneko He BCe MPOM3BOAMTENM BBHIYCKAIOT OOHOBJICHUS, 3aKPBIBAIOIINE KPUTHUYECKUE
YSA3BUMOCTH JUIsl CBOUX YCTPOMCTB.

OcHOBHBIE COBETHI 11 6€30aCHOCTH MOOMIIBHOTO Tene(oHa:

Hudero He sBisiercss mo-HacrtosimieMy OecruiaTHbIM. Byap ocToposkeH, Beab korna Tebe
Ipe/yIaraioT OeCIUIaTHBI KOHTEHT, B HEM MOTYT OBITh CKPBIThI KaKHe-TO TUIaTHBIE YCIYTH,

Hymait, mpexae uem otmnpaButb SMS, doto wim Buneo. Thl TOUHO 3HACIIb, T/Ie OHU OYAYT
B KOHEYHOM HTOre?

Heo6x011M0 0OHOBIISATE ONEPALMOHHYIO CHCTEMY TBOETO CMapT(OHa;
Vcnonb3yit aHTUBUPYCHBIE IPOTPAMMBI I MOOMJIBHBIX TeJIS()OHOB,;

He 3arpy>1<a171 MNPUITIOKCHHUA OT HCU3BCCTHOI'O HCTOYHHKA, BCAb OHU MOTYT COACPIKATH
BPCAOHOCHOC IMPOrpaMMHOC OGGCHC‘ICHI/IC;

[Tocne Toro Kak ThI BBIMIEIIH C CaifTa, T BBOJWI JTUYHYI0 HHPOpPMAIWIO, 3aiiiu B
HacTpoIKM Opay3epa u ynanu COOKIES;

IIepnoandecku npoBepsid, Kakue IUIaTHbIE YCIIYTH aKTUBUPOBAHBI HA TBOEM HOMEPE;

JlaBaii cBOil HOMEp MOOMIIBHOTO Tesie(hOHA TOJIBKO JIFOJSIM, KOTOPHIX Thl 3HACIIb U KOMY
JOBEpsiEIIb;

Bluetooth momken OBITH BBIKJIIOYCH, KOTJIAa Thl UM HE MMOJib3yelibcs. He 3a0biBaii mHOTIA
MPOBEPATH ITO.

Online urpst

CoBpeMEHHbIE OHJIAHH-UTPBI - 3TO KpPAcCOUHBIE, 3aXBATHIBAIOLIME pa3BICUEHU,
00BEeIMHSIOIINE COTHU THICSY YEJIOBEK MO BceMy MHpY. Vrpoku McClIenyroT NaHHBIH UM MUp,
oOIIAI0TCS APYT € JAPYTOM, BBIMIOJHSIOT 3a/IaHUs], CPAXKAIOTCA C MOHCTPAMH M MOJYYalOT OIIBIT.
3a yIOBOJBCTBME OHM IUIATSAT. TMOKYNAIOT JWCK, OIUIAYMBAalOT a0OHEMEHT WJIM NPHOOPETAIoT
KaKue-TO OILHUH.

Bce atum cpenctBa uMayr Ha MOJAEpKAHME M PAa3BUTHUE WIPHl, a TakXkKe Ha camy
0€30MacHOCTb. COBEPIICHCTBYIOTCS CHCTEMBl aBTOPU3AIlMH, BBITYCKAIOTCS HOBBIE MAT4U
(umdpoBbIe 3aIUIaTKH YIS IPOrPaMM), 3aKPBIBAIOTCS YI3BUMOCTH CEPBEPOB.

B HO,Z[OGHI:IX Urpax CTOHUT oOIlacaTbCd HC CTOJIbBKO CBOHUX COIICPHUKOB, CKOJIBKO KpPaXu
TBOCTO IMapoJisd, HAa KOTOPOM OCHOBAHA CUCTEMA aBTOpHU3allun OOJIBIIIMHCTBA urp.



OCHOBHEBIE COBETHI II0 OC30IMACHOCTH TBOETO UI'POBOI'0 aKKayHTa.

1. Ecnu apyroii urpok BeAeT ceds MIOXO MM CO3JaeT Tede HEMPHUATHOCTH, 3a0JIOKUpYyH
€ro B CITUCKE UI'POKOB;

2. Iloxamyiicst aAMUHUCTPATOPaM UIPbl Ha IJI0X0E MOBEJICHHE 3TOTO UTPOKA, JKEIATEIbHO
IIPWJIOKUTH KAKME-TO 10Ka3aTEIbCTBA B BU/I€ CKPUHOB;

3. He ykaspiBaii 1uuHyt0 HHPOpMAIHIO B Ipodaiisie urpsl;
4. YBaxkail Ipyrux y4acTHUKOB IO HUIPE;

5. He ycranarnuBait HeouinaapHbIe TATIA U MO/,

6. Mcronb3yit crokHbIe ¥ pa3Hble MapoJiy;

7. Jlaxe BO BpeMs WMIpbl HE CTOMT OTKJIIOYaTh aHTUBHpyc. [loka Tel urpaems, TBOHN
KOMIIBIOTEP MOTYT 3apa3UTh.

@OUIIUHT WA Kpaka JUIHbIX TAHHBIX

OObIYHON Kpakel JeHer W JIOKyMEHTOB CETOMHS YK€ HUKOrO HE YyIUBHUINL, HO C
Pa3BUTUEM MHTEPHET-TEXHOJOTUNA 3JOYMBIIIJICHHUKH TMEPEMECTUINCh B HUHTEPHET, U
MIPOJIOJIKAIOT 3aHUMATHCS ' TIOOUMBIM" JTEIOM.

Tak mosiBUIIaCh HOBasl yrpo3a. MHTEPHET-MOIICHHUYECTBA WM (DHUILIUHT, TJIaBHAs IEJb
KOTOPOTO COCTOUT B TOJIYYCHHH KOH(HUICHIMAIbHBIX IaHHBIX TOJIb30BATENCH - JIOTMHOB H
naposieii. Ha anrnmuiickom si3bike phishing uuraercs kak ¢ummunr (ot fishing - peiOHas 0B,
password - mapoJb).

OcHOBHBIE COBETHI IO OOpHOE € PUITMHTOM:

1. Cnenu 3a cBoMM akkayHTOM. Eciu ThI OJ103peBaeliib, 4To TBOSI aHKETA Oblja B3JIOMaHa,
TO HEOOXOIUMO 3a0JIOKUPOBATh €€ U COOOLIUTh aJMHHUCTPATOpPaM pecypca 00 3TOM KaK MOXKHO
CKOpeEe;

2. Vctionw3yii Ge3omacHbie BeO-CaliThl, B TOM YHCJIE, HHTEPHET-MAara3uHOB U MOUCKOBBIX
CHUCTEM;

3. Hcnonb3yit cinoxHble W pa3Hble maposd. Takum oOpazom, ecnu TeOs B3JIOMAIOT, TO
3JI0YMBIIIJICHHUKH MOJY4aT JOCTYI TOJBKO K OJTHOMY TBOEMY MPO(UIIIO B CETH, a HE KO BCEM;

4. Ecnu 1e0s1 B3JIOMaNIH, TO HEOOXOIUMO TPEIYIPEIUTh BCEX CBOMX 3HAKOMBIX, KOTOPBIC
no0aBJIeHBI Y TeOS B IPY3bsiX, O TOM, 4TO TeOs B3JIOMAlM U, BO3MOXKHO, OT TBOET'O HMEHH Oy/ieT
pacchUIaThCsl ClIaM U CCHIIKU Ha (PUIIIMHTOBBIE CAMTHI,

5. YcranoBu HanexHbid mapoiib (PIN) Ha MOOHIBHBIH TenedoH;
6. OTkITI0YN COXpaHEHHUE MapoJis B Opaysepe;

7. He oTkpsIBaii (ailsibl U Apyrue BIOKEHUS B MHCbMaxX, Ja)ke €CIIM OHU MPUILTH OT TBOUX
npy3eit. Jlydine yrouHu y HUX, OTHPABIISUIN JIX OHU TeOe AT (ailibl.

Hudposas penyranus



[udposas pemyraiyst - 3TO HEraTHUBHAs WM MO3UTHBHAs MH(pOpMAIMS B CETH O Tebe.
Komnpomerupyromas uHpopmanus, pasMelieHHas B MHTEPHETE, MOXKET CEPbE3HbIM 00pa3zoM
OTpa3uThca Ha TBOEH peaybHON >ku3HU. "LludpoBas pemyramus” - 3TO TBOH UMHIK, KOTOPBINA
dbopmupyetcst u3 nHhopManuu o Tede B UHTEPHETE.

TBoe MecTo KUTENbCTBA, y4eObl, TBOE (PHUHAHCOBOE MOJIOKEHHE, 0COOCHHOCTH XapaKkTepa 1
pacckasbl 0 OJIM3KHX - BCE 3TO HAKAIUIMBAETCS B CETH.

MHorre TOAPOCTKH JIETKOMBICIICHHO OTHOCSTCS K ITyOJMKAMM JTUYHOW WH(pOpMalud B
HNutepHeTe, HE MOHUMAasE BO3MOKHBIX MOCIEACTBUM. ThI Jaxke HE CMOXKEIIb JA0ragaTrhCs O TOM,
4yTo (oTorpadusi, pa3MeIieHHas S JIeT Ha3aJ, cTajla MPUINHON OTKa3a MPUHATH TeOs Ha padoTy.

Kommenrtapuu, pazmenienie tBoux ¢ororpaduii u Apyriue ASHCTBUS MOTYT HE UCUE3HYTh
Jake TOCJIe TOro, Kak Thl UX yAanuilb. Thl HEe 3Haelllb, KTO COXPAaHWI 3TY HH(POpMALIKIO, Tomana
JM OHAa B TIOMCKOBBIE CHUCTEMBI M COXPAaHWIACh JIM OHA, a IJIABHOE. YTO MOJyMAaloT O Tebe
OKpYXKarolllue JIO/IM, KOTOpble HAaiayT W yBUAAT 3T0. Haiitu nHpopmanmio MHOTO JIET CIyCTs
CMOXeT JI000# - Kak M3 JOOphIX MOOYXIEHHH, TaK U ¢ HaMEpEeHHEM NPUYHMHHUTH Bped. DTO
MOJKET OBITh KTO YT'OJTHO.

OcHOBHBIE COBETHI IO 3aIIUTE IU(PPOBOI permyTaluu:

1. Tlomgymaii, mpexae 4yeM 4YTo-TO MyONMKOBaTh M TepeaaBaTh y cebs B Oiore WM B
COLIMAIBbHOM CETH,

2. B Hactpoiikax npoduis yCTAaHOBM OTPAaHUYEHHUS HA MPOCMOTP TBOETO MPOQUIS U €ro
COJIEP’)KUMOT0, CIIeNal €ro TOJIBKO ISl Ipy3en’;

3. He pa3memniaif u He yka3piBail MH(OpPMAIMIO, KOTOpas MOXET KOT0-THO0 OCKOpOIATh
WA OOMXKATh.

ABTOpCKOE NPaBo

CoBpeMeHHbIE IIKOJIBHUKH - aKTUBHBIE TOJIb30BaTENN U(POBOTO MpocTpaHcTBa. OIHAKO
JaJIeKO0 HE BCE 3HAIOT, YTO IMOJIb30BAHHE MHOTMMH BO3MOXHOCTSMH LU(POBOro Mupa Tpedyer
COOJIIOJICHNS TTPAB HA MHTEJUICKTYaJIbHYIO COOCTBEHHOCTb.

Tepmun "MHTENIEKTyanbHas COOCTBEHHOCTb' OTHOCUTCS K PAa3JIMYHBIM TBOPEHUSM
YeJIOBEUECKOr0 yMa, HauMHasi ¢ HOBBIX M300peTEeHUH M 3HAKOB, 0003HAYAIOIINX COOCTBEHHOCTD
Ha TPOAYKTHl W YCIYrH, M 3aKaHYMBasg KHUTaMH, ¢ororpadusaMu, KUHOPUIBMAMU H
MY3BIKQTbHBIMH ITPOU3BECHUSIMHU.

ABTOpCKHE TpaBa - 3TO MpaBa HAa MHTEIUICKTYaJbHYIO COOCTBEHHOCTh Ha MPOM3BEACHUS
HayKH, JINTEPATYPbI U UCKYyCCTBA. ABTOPCKHE IPaBa BBHICTYNAIOT B KAYECTBE FapaHTUU TOTO, YTO
MHTEJICKTYaJIbHBIA/TBOPUECKUI TPy aBTOpa He OyIeT HalpacHbIM, IacT €My CIIPaBEIJIHBBIC
BO3MOJKHOCTH 3apaboTaTh Ha pe3ysbTaTaX CBOETO TPY/a, MOJYYUTh U3BECTHOCTh M MPU3HAHUE.
HuxTo 6e3 pasperieHust aBTopa He MOKET BOCIIPOU3BOIUTH €r0 IPOU3BEACHHUE, PACTIPOCTPAHST,
nyOJIMYHO JIEMOHCTPHUPOBATh, IpPOJaBaTh, HMMIIOPTUPOBAaTh, IYCKaTb B MPOKaT, MyOIUYHO
UCIIOJIHSATD, TIOKA3bIBaTh/HCIIOIHATH B d(Hpe WK pa3Meniats B IHTepHETE.

Hcnonb3oBanue "MUpaTCKOro” MpoOrpaMMHOTO OOECTIeYeHHsI MOXKET HMPUBECTH K MHOTUM
pUCKaM: OT TOTEpU AAHHBIX K TBOMM aKKayHTaM J0 OJOKMPOBKH TBOETO YCTPOWCTBA, T
yCTaHOBJIEHA HeJleranbHas nmporpamma. He cTouT Taxke 3a0bIBaTh, YTO CYILECTBYIOT JIETAIbHBIC
u OecruiaTHbIE IPOrPaMMBbl, KOTOPhIE MOYKHO HAlTH B CETH.



O noprane

CereBnuok.pp - TBOH TNaBHBIH COBETYMK B CETH. 37eChb Thl MOJXEIIb Y3HaThb O
0€30MaCHOCTH B CETH MOHATHBIM M JIOCTYIHBIM SI3IKOM, a MPU BO3HUKHOBEHUH KPUTHUYECKOU
CUTyalluu OOpaTUTHCS 3a COBETOM. A TaKkKe NPHUHATH y4acTUE B KOHKYpCaxX M CTaTh CaMbIM
U(PPOBBIM TPaKJaHUHOM!



